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(2) »2 00 4-5 1 500l 

mmmvmim 

IMM&i l ] 

Zft%M£%^t% P L mz^X, P L D*ffit>5»$oT, 
P L D KttSXf'^t, 

i?:n~Ft§Xf7 7<Dmc FID &±^- PttSXf >y 7"^ $ £ ie & 

&\ m« i »pl oratsm 

[1113] 

p l Do»i^^'7 kx h v~j+%mzfc&<?mmt, 
mmm^m&t^fttbom^ y 

jjtfifc?- U ten- K-TSfei6©«3e ^^v^/Pn i>' 
7^-fV^X (PLD) 0 

ttfS-r - 2 * U ic p - FT § TcMmm it, CRCfi-y^ tJ- AWE il 

if v hxh y-^AWffcsnfc-r-^^tyc fcfc'v* 
*y-hv^«y^^sftfe(o#tiiCTfli<t-rsfci6o«ssfc%ssK^€y, mjh 

SECiBitOPL Do 

use] 

ld> h X h y -/**W^Sftfc7 s -**^€ri: fcfc'vy ^1t*B£W 1 1 P L 



SitOP L Do 
ImMm 7 ] 



(4) IV A- 2 0 0 4 - 5 1 5 0 0 1 

[00 0 1 ] 

c ommz p l d im u J; d « E -y h X F 0 - A K: £ D P L D ic P - 

[0 0 0 2] 

PLD (ra^77^Di/*^f;WX) i±, iti"lfiaotIK^n§ry 

£^ jj&MWic &t&3?7*n -y £ fefil^o 9? A "J6gT?&3o PLD © M 

£ -l* 7<Z) 1 Of± F P G A ( 7 ^ F 7°P # 7 v 7;!/ p >> >y 7 V X ) 

r, mm7u <y $ a\ itv -fT-f^xtsy u »y 77 □ >y 7 

»£Y7&C PLD (3>7U-y^X7o^5T7Vl/nv ? >y ^x/W 
X) ?\ Mfflyn^7^AND«fej:tfOR#^fT^l\ A;>jfiW»tf 

CO 0 0 3] 

PLD tPHgjSO l-y F X F U -A^gBil-T 5 c fc gTO 
PLD£fc^TH^n5ISimiS»StC«:oT#TfeO, »£&$U-r/Vy£ 
UP LDftT*mm?&<OKW*Ht>frfrZZtWLt£ Uf&So PLD 

F P -y F tCf 5 C * UfLM&o #<©PLD, ^tFPGA it, P 
L D^mWSA^tiSfctftC, P R 0M&H©»gfrf)n- F'Stlfcttn 

[0 0 0 4] 



(5) nti 2 0 0 4 - 5 1 5 0 0 i 

(DES) foJ;tf.j;OS±ftiffiffi[t^l:« CAES) TflsdVXMA ~r-$ 

II^Xp y tmm (C B C ) (D"XD-teX(C«t 0, DES £ fcli A E S l± x 
©Itt^lX h U-i^f^i^CttfT^ US:#oTilft£fcJ:tf'y hX h U- 

*nsai±, p l d tiait%fl^t-5«®t©!wrg^&si«w5.ft^w 
^o?MitnK64-v^ f-(7)rEi,iia, p l DWtsfcfetifflj 

[000 5] 

tV'J • <f Vn-^U-Yrv F (Xi 1 inx, Inc. ) ©Pete 

r a i f keia§, m&Homm : i«a, s^fL 

T *y Xj ("Configuration Issues: Power — up, 
Volatility, Security, Battery Back — u 

P ") am-rsi 997^1 1 m 2 4 b^ctct^, fpga^-»£« 
M^ffl^r ppg A^\jgrcs<j^«M»f#t^^p> f p g A%wmmm^-~ 

[0 0 0 6] 



(6) W&Z 0 0 4 - 5 1 5 0 0 ! 

tftfe-^ 7W^A£nfcxV^x©^Mi^t> &ra*i$&u ^ 
ft ^ * y ^/t/^WW^wr 5 c: H©* ^- u tiTV § ©^ 

mm z n, ^ © fc&^^ttaatf* S9i s & tc x 

14* i«pOC MO S ^P-tX^lJ; ?3 1> J; *3» j; ^«^DtX 

[0 0 0 7] 

m$m% P L D ©■««;* * U MBIS U Bg^fc^tlfc tr y h X h U - A* P 
L DM- KU, PL D^©»ffil^«©l£>y KX h U»AWt§ Ctfc 
&ftTC** § 0 c ftfc £ K> s P L D ic a - K f£ ti 'C ^ £ £ fc £ b X 

h u-A^m-rc: ttfvi* t\ p l D^?>«^!^n/c^M«#Tt 

§o ^©4; 7 &#§«x *Sl#rffg 5, 3 8 8, 1 5 7 5 ^tfe^TA usti 
nfc£DE$c£n& 0 LfrU £©«&, a— tf©»^»©-r^T©t- 

[0 0 0 8] 
[0 0 0 9] 

commit, mw%(om&&xf7 ! -*m&fre> p l D%umt2>tctb<D^<-o 

Co o i o] 

'W©A8lHcn- F^nWftff&ft&^X^-r^ X RAM^t U fcJ^T P 
L D«sn§i^, ^-r-^fix -rVWXEun- FStlT^^fc^tcM 



(7) tm 2 0 0 4 -5 1 5 001 

mmtmmm*? l dmc^, p l DrtTM^wdir-^w 

[001 1 ] 
[0012] 

<0«^LTLSdT*fe5-5o laia^-r-^^^lbM^D E S(i5 6 If 7 h© 

m%mmLTL&o c CESS, John Wi ley & Sons, Inc. 

Hi-pOV-Xn- Kj ("Applied Cryptography Sec- 
ond Edition: protocols, algorithms, an 
d source code in C" ) MiW- 1 9 9 6¥ <0 2 6 5-278 
HECfe^TB ruce Schneie r IC& D mzztl& 0 ^^OT© 
m^ffi^Jl-R^^fc^^tLl^. Wa'Jf^WSfttot, M 

Tcmcm 2 s s KitHg-^fcn- f^m« c t l < a, *ti«u m 1 vm*m 



(8) ttk 2 0 0 4 - 5 15 0 0 i 

CO 0 1 3} 

P L DfC&t^T, ^fflStlS^«©»fe*tf^TO»0 

—A TO ft < «<D#tc gefg-T § c i: ic £ D , S^S-fe^aUf-f ^ *i 
[0 0 1 4] 

£>y hXhU-Atf PLDiCP-KSttfc&fcTv h X F U -A* U - FVVy #t 

p l d f±, mmtmmztiT o t u - km y 

t?o U-F/W^^J^M^SPLDfi, y-KMy£ 

£ ft £ £ fct £ o 

[0 0 15] 

£ 5> tc , l> < o^cd PLDS, SP^WISlS ^ < n~- Ft 5 

tbtfm£2ftTfr£#r U«Fr~#^P~ KSftS) ^ 5 *7^> s >^IMffi 
P L D ^ c ft h Mfi^a y*mm 5 tf SdNfli , PLD^ 

^<O^CD^TFUX«^^n?#§^ 7' FUXM^ffc^ft 



(9) ^2004-5 1 5001 

[0 0 16] 

&m<Di£ ^Krm^e- f«, p l dcdw^ yf^ti^tH^ 

^fc36^, PLDWfftSnfctr-y FXFy-i*-?ff$jLT^3fc£ , 
[0 0 17] 

immm^~~ k ja, m ^fboti^ tr y f x f y - a©-^ wa u & 

T7KUX»&#|^T, «{fc£nfc FX FU -A£>-$^ gStHftflc 
t*l Uct«tia^PLD Wr^^i-r %> £ tic & t) , ^ti^j&rtfe^W £ 
-^tiftot^W. (CBC) Si\ 

tifz £ l±, *ntu ^t1" § & B ^> S 7*n y * 43 J; c ft b CO 7"" p £ (DffiS 

icm? Lrm^'j frimcvmitznzo c ©£ ? & lju v tommmm 
zti^mviv hxFU-Ai±ii£L<»«ti*v\ t^oG^mmtzntc 
tr^ fx h u-A^TOii$n^WT^mt«x-^{cx^^>xvb^^Hts^ 

[0018] 



{10) f&S 2 0 0 4 -• 5 I 5 0 0 I 

CO 0 1 9] 

era- l p l d «#) t ^ t±i {c ^ ^ ^ o -r & c t mm 1 1 

Hj^b^e- KT»t-s pl D^)Mf-^on- FMt^iie 

>.y FX h U -A<?.)~^ti^^Rt^b^nftl\ 
[0 0 2 0] 

#fWJM- F t LT, PLD Illlidl afigx- £ fe i&O'N 

■y^lfrSEffe^UT FUX£rfr€i\ Mt?<y hX h 'J-^X*— T>y Hco^TO 

MM ftrftM-*> ^ffl^nfe^b^stco^r«ffi|g^%^ §ii u<d;?3 

»1f £ML-<r 5Cfct% ^fbS£tf«fr*i3 & Lft&v\> ^-Ocfcd 4-11 
[0 0 2 1] 

pld mmmm\ m** u a^^e- Ffc«fctf#££^- f os^tiffl £ n 
Mtztcfr, PLDBmmm, m**v vicmnzt, pld 

[0 0 2 2] 
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(11) -hh 2 0 0 4-5 1 50 03 

m 1 14, F P G A 1 0 <D9cffim<Dm&m?o F P G A ^70^77^0^ 
>y £ 1 1 ^n^Y^n^-y^ 1 1 ( i ) foy&Ty 

7?— y'Mm^mmmm^m t , ;b >y ^ r >y ^--/^omij *> £ misfit 

(3) «fcFPGAC>^ai5H^t©!l^fi^«il1-Sfei6(7)A 
f}/Wi~fu «y £ 
CO 0 2 3] 

i ltiiu iiswtctt FPGA^*(ct»fcoT^ssijffiiii©^$nfta 

6 2 0 0) {A, /n^v^l/P^^i' 1 l fc«fc9«j£ns?y* 1 Atpfu?^ 

*ll#a1H!5, 7 0 5, 9 3 8^tc&l>TKe a nfCcfcoTBKSnSo 
[0 0 2 4] 

F PGA 1 OfiS&fc:, J T AG#-h2 0t^>^»7x^XU $ffc F PG 

a imM\mmm.%mm ucjtag mmyu *^t? 0 jtag 

IftSl^ti 7^1311, IEEEMI149. 1 -y h I E E 

EM 1 5 3 2 *mLt%o J T AGtffiS^/^©MOf/^y f^mc 

[0 0 2 5] 

H»> FPGA1 Oit, M&T?-t>X#-hZ 1 WSBflSi 1 SfrB^mimv 
FX h U-Afa^U JTAG HtJI'/n 7^1 3i^y^7x-TXt« 

£ J 4 HfiK7^-bX^- h 2 1 ..hOtf-y FX HJ -Afct 7- 

H\ SS«ffJT(i3 2 tr«y h©7-FfcLT»n§o Ift^yUh'J-A 
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(12) ¥ftk 2 0 0 4 - 5 15 0 0 1 

X£;m /Ul 9fct tS$n^>^ l 4t J TAGgiH^P^^ 1 3££0MfH 
U J T A G l-hWH/i'tX^- F t LTffl^S C fctfT?t 
£ 0 MX 1 8t±, MltfSSfiM-fUyZ 1 4 tmik.**:\) 1 2 £C«Ii{S%^f£E 
« 0 ^tU4, ^C-y 1 2««7b-A%MW§fcA6tDTKPXfc, 

SE»fc^tfMm»ft^^dftfeOWf3^t. «y^U l 2{:n-Ft 
£fr£fd4M**-y 1 2^e>J-F^7^t§f-^t^c 
[0 0 2 6] 

f §o £ ft t) OtSN*t4, If >y F X F U - A £ LTMD ^ 7^14 tC A5o ^ 

«r^£ 4 7- Fo>r-$mmt%C £«5t-r& 0 

[0 0 2 7] 

g| 2 b 14, W U>^X*-fyn- # W x v F ft v £ A»t£& > x >y £ X 
(V i r t e x) (R) If >y FX F U-AfC&tf 5 3 2 tf>y 

F O'vy #7- FOf7*;V K07*-W h (7 F £ ^ 70 0 1 ) T 
(M—r^X (R) CO%W<Dl«SA"C f ife«-9 e ^yy^X--i'>3- 

(0 0 1 ) ^ffkt 3 If >y F t, limn- \-%msL~r% fzM2 tf -y F fc, #Mff 
flbv ; X^7 F UX<D/c^<0 1 6 tf >y F 7- K* F £>fci6© 1 1 if y F 

1 1 tfy Ft4, 2'i7- F*Sfcti2 0 487- C fctfT't % 0 M 

2 c te^T* o Jc, 7- FA7> Ftf eft* 0 £A#ttftf4; 7*-7y F # -f 
7*0 0 1 T-07- F7j7> F t£>y F(40 0 0 0 0 0 0 0 0 0 0 M££ft, 7* 
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(13) ^ 2 0 0 4-5 1 5 0 0 1 

-Ty F*<f7°0 0 1 <D^y?<Dma&y$-*?y b*'(72<D'\y?&ffi< 0 

T 2 2 7 h $ t± 2 6 8 7i 7- F«&« C £ tfT? f 5 C 
[0 0 2 8] 

02 /V-x^X (R) tTv hXFU-Atfyvy W#§J$n^y 7 i 4<0 

US?X*7 FbX 0 0 0 Oft /PJ-S'vy'/ (7*-?9 h 0 0 1 ) 3 2 

t£ *y h (0 -r- # 7 - F «lalK«« C C R C ) b^X*fcn- KStlS^SC 
£rfj*1" S «, 0 ^— r >y £ X ( R ) (DtV <bf X t±, 1 6 t£ v V <DM®'jm%i& 

0 l£^££\ «><€-U 1 2^(Oyiy-h (yij) ^TxtTx-^^tfc 
0 0 -rsfeaftjc, ywr-W7 b- A 7 K bXb^X^n- F £ ti 

£ 0 

CO O 2 9] 

!12 b £^-r«^HU^X£r FbX ( 1 6 tby h) 02d ©fefflfiO^JtC 
^■l* 4 e y h £ O 4 e -y h 3 2 k? >y !- £07- £ 7- F 

^i<^MP^"7^1 4 (01) $*<Dlsi?X&<D i o^ii4H-r§, 7b~A 
HbbX£ (TF1/X10 1 1) «<£r-*ib'a- K4tlS7 U-A©^$ 

Ml* P L DMM tmi^ySfcfclJ; Dfi^7 b-2v&&« 0 P L 
^/c^3t^»T-r-^7-F^7^-Aic®<OT«*<, tf-y FXMJ-A 

©7 b-Mt^r^U7 b-As^b^x^KEii-rs ctr% v ; 

IJ - K; Vy ^tcBH LTli, F7-^ FtfM^ti, 7 b 

-ivr~#m^b^XW7FbX£tl, *0&K7- F#7b h«< G£M 
?&ftf£n^bF^y^*-V>y F2%]^S) o #5£<Dft©7-Ftf, 7b 
~A7FbXb^X^»>£^n§rFbX^6^-DT«^C-y I 2fr?>'J 
- FA>y fltfigr^-feXstf- h 2 i Sfttt J T A G h 2 0 O^-ftlfr 

1777 h7-)h^Mo C U - F^ >y £ -r- £ li, V ~ h7 i-y 7 fg| r L fc 
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(14) ^S200 4-5 1 5 0 0 1 

[0 0 3 0] 

E y h X b V fa l±^\ >y ¥<»MlC V- F # 7 >' F %> £ t T? 

(112 b&£OT2 c) , f^^-F^n-Hmfct^^vh^^S 

f a 1 t-s 5 „ e «y h x h u - a-n v ?t>\ mm'- $ tnu - f s ft t± u - f m 
> y £ ?nrv>s c ^^r^-r ooiomooi 1 ©t#«fi7 k ux^rrs 

F 2 tf&ffl f£ tltcm&V&& a y l- ix->" : - L^X 5t (7 F UX 0 0 1 
0) ^Httt^'J 1 2iCP-F£n/cr-^ £ft&7U-2>x-£M73 
bvX# CTFbXOO 1 1) fc^LT^ffiSftfcx--*^ »r--#ti« 

ns, tM<Dt>c nit, fpga t^it^ii^tf; o mfvvm*^ l ft o 
\m%> n o fr%®mt s ^ s ? & s 0 

[00 31] 

f-.y^X (R) rWX©||$fco^T<DHB©i¥*fflfc^ 9 5 12 4 *U 
7 * 7#| , U* V * 7 -tf, n v' \y 7 * F 5 7\ 2 1 0 0 OTV U > £ X « Y 
yn~^Wf7F (c<D$8W<D$^A) 2 0 00^-1 0J3 9B£tBJKS 

tlft trt'-T-vZTMjfcfiJ Fj ( "V i r t e x Configu ratio 
n Guide") \Cfmt C 
[0 0 3 2] 

«n^>y^ l 4&MMC&, A»S#t$tr»y FXFU-Af^LTfflJi 
S**#fT«:^ (E r i c k s o nO*S#^5, 3 2 1, 7 0 4 ^ft&i: 

l\) , ffi^*nTV^5a^07P--AgfeJ;tf«/ig-r-3»07- FA7> F%>r< 
-T^v^tr-y F^ittBU iilf"^l:^Licn~ F1^t^i$ijt~&7 Kb 

x»£§miu iif-^©7u-A%iix$Lt^n?>*7 Kuxtc^ns 
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(15) f#a§ 2 0 0 4 - 5 i 5 0 0 1 

£ 0 IfW^^X • ^>a-#Wf>; M^A-»^^»f7^^ (R) F 

— h 2 I ©^ftfrfcftLTfTfcS C 
CO 0 3 3] 

Cfc^T*#5c F PG A<D-«F PGA©ffJ©gp^%«|^t5ifefiretfl5©F P 
G AM^^TO^&£M«, Kean®*S«5, 7 0 5, 9 3 8 
%M P> tl« 0 M— r >y £ X ( R ) 7-*r i»ftt MO F P G A07-^f 
$ ?--V t^tvt(j)-||^ < <7)1f». Young S©^ri#fF?§ 5 , 914, 6 

F^f>A^«^»f-^x (r) M^m^etx^e'y hxhy-A®7* 

Mi, 9 5 1 2 4 *y7^-;l/~7#L • /-If, Dv'-y^ • K5-f 
7, 2 t 0 0 <D"*f-f 'J V £ X • << y u W r y F £ A¥ "Jre'C 2 0 0 0 *F 
1 0J3 4 BKSgfifSftfc ^X F PGA i/'J-XCMfeitf'J - KM 

»y 9 J ( " V i r t e x F P G A Series Configuration 
and Readback") tMt^TfV >r-i/ a >/- h X A P P 1 3 8 

[0 0 3 4] 

MMN'#OP L D 

m 3 C ©?PH©fe§iIii-Cf^ FPGA (PL D© 1 %4 f) >y * 

ea^fo t^tfiD^^ hc#w^^#^^ 

Wtm2 4 t, !t«U 2 3 b&&tS 0 03(4, $M^>J 2 5TJTA 
G7^-bX#-h2 0^^n-F$nS««^o ii^-e 
y2 3f4, Bij©3H-h*^LTa-K£n5o MX2 5&, «&:fe<fctfmi» 
£fr£ o fcaixOx*-*, 7 K UXfeJ;DliijWt^^iit>', J T A G K 2 0 
^liSO^D ^ 5 > ^%RrflKcf5 0 rVA 2 6 H\ K 

si?- h ^e»o«©^p 5 >?mimict%o wiommmm, mx 2 e mi 
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(16) 2 0 0 4 •-- 5 ! 5 0 0 1 

Jjgn5?y£ 2 9 fcMto AX 2 8fcJ\ 4»7^-bXUf- / ^'i 
[0 0 3 5] 

mm±MM£Zifz H -y h X HJ -X, 

fi:7?SSSfet±T*tat^---1f©Stf*St)-r5 ? -*ast, kf>y FX h U-A<D 

p- F^ffiwr s (ft i: a t& e 7hxh u - ^(ommfttfu-- f s n& p l 
mm (crc) 3-k*..<j.a, w^n^^iim ccbo , ?%*>*>mmt2 

jMH-ctiu 7 s - * ft$ nr t, * ^mmm±mmt^tirsv\ c mm 

5;^T'f S^t Un4i/^&1?*5 0 S6tc, t£v FX b U -AOfliijWM 
CO 0 3 6] 

So 
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(17) t£3? 2 0 0 4 - 5 1 5 0 0 1 

[0 0 3 7] 

tf y hX F U-A7i — V_y h 

h^itfl^^X^ilttKLfcM/itn^.y^ 2 9©H-y FX h U~A7 
* -V y h JS^U'b^X^Ojil^TCr. [14 a iCTj^T X 0 (C, If y hX h U - 

fct tKo^cD«x-^7-KaU> ? X^ta--K^ti, ^©iHC i$£Ht£ 
n/c«-r- § 0 [Kf4 a tt, 3 0(Da 7 £"7~ F\ -T&^^-n^ $f A , 

^ 7 ^ b £ tf *\ 7?co^ cotstc s 3 00©^ t s nr 1 ^ ^mshx- # 7 

- F , t% t> % -r- # A , £ B ts «fc tf-r- £ C tfffi < «^"r o C^BSOHI 

3d4^m<o c©f-^««nri,^a^®at§/:fe{c, ens 

[0 0 3 8] 

H4bfe±tfK4ctc Tfrr <fc"5tc, 4 -o<D®M 3 - F tfiBiEin £ n& c iftgft 
fOO, /«^L OUtf,^ cfctfmoO 1 fc<fctJFl 0tCjbPx.T, fft^iil 1 

g& t * tiiss n§ c t tc £ 0 , &ff-##c a iiffl-e § §ct f£## 
ffigT**So hi 4 d ©Hffiffl-eti, 2 oE7>rr u^tlii u^x £ tfiBjta <*n 

§0 7KUX1 1 0 0fcJ;tf 1 1 0 lTO*tlSOa. »'n 7 ^ai (C B 
C) ««^«irr^b^X^i:, lOJWBg^UiOTFlxXfcT&So 
[0 0 3 9] 

£©3£W»^»Jfc$;tfcr, P L DUE? FX h V-J*<Qm^<tZtirc7 s - 
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(18) VfM 2 0 0 1-51 5 0 0 1 

e h x h y - A©-r-^gp^ag^t*nr ^-na p l d \h 

s nr i r ^ i ^)i€r, wra^i^ f\ pld ttmi&t § tc i» m £ n 

$ 0 

[0 0 4 0] 

^*d»'c*»§o sfc, &A©t9#Hg-#, p l ■DtDmofrvmtvmmznz 

n- FM^Tfc 0 , P L D«o feSi%WJ4 © t £ £«lfig?n§^> £ 

y h x h u - <*x<bim%fix zi-mic u pld tfmmtcnmi&zti 

[0 0 4 1 ] 

mt>tmm<r>£y FXFU-ASIS^U *&^fcfctt*l*Hfrfl: 

sntv&^t: >y h x f y - a t sg^b^nrc e 7hxh u -At ©ji^&>r< 

fo »©tr>y hXFU-Ate:, !l©£»0 43£tfl%^?*, ;fe«©#£ir£ 

6 © Lf -y F X F U - AWti, 0 4b ~0 4 d tc^-T n 7 y F t, ^ S n 15a© 
i^tlTV^v^-^g VfcgS b ©iWfb* ->* 3 > £ ©ill 

[0 0 4 2] 

5) fe^t/i 0 £~y£*TfSmJW 7- F* (sync wo r 

d) ©?£©, &*D7-F*t±. 1 0O^|E3-F^tt§^^/0 0 1 0 
0000000000 1 0 0 0 0©7 Fl/X4ocfctf 0 0 0 0 0 0 0 0 0 0 1 ©7 
-F# r >>h£!rt§ 0 Lfc^oTs C©7~Fii, □7>FU^'X?CMD^ 

-18- 



(19) Vi& 2. 0 0 4 - 5 15 0 0 1 

7FUXU I7~Ktf*C«fc£n5Cfc£1#£t3o K5aie&td>r-X 
h U -A©&fiRe, C©7- Ftf T y p e 1 V$>%C fc^L^Ow rite 
1 word to CMD^«fWsl^etLTl^ 0 &©7--Fl 1 1 ti, 
37> F US?^C MDtClx. &n5^tf-^T?$ 0. C R C (ffi/ti^ 

s) u s?x # & y -b-yh & («f $ u ^mmm ? it, PLD t± , tf >y h X h u - 
Atf n- K«nr^s tttce-y fx f v-z^s c r cis^^rr &£&©, 

*H#Slff5, 5 9 8, 4 2 4 ^fc43^TE r i c k s o nfc£oTBt£n§ 

hxFy-A*£E©^y 7^6«-r§) „ site, ^y^v-ra, 7* 

»V9 FiWfiO^T'l U 1 7-F^7WAfil/yX^ 

FLRKiBi€fCt%^«o ^O^eM<7 r ~^7™-Fi i 0 0 Hi, 7U 
(2 5 7-F) 7 1/-A7 F UX WX # F A R &C 

•r'-^7-F«<o iLQig&tai. ^«<r-^7-Ftt, f~^rKl/ 
X0«^lJ: *^f 0 S&lc c n & © U^X # p - F £tlT L 3; ^ fcf& 
n7yF!if-^^7^i,f-Wj^X^FDR I £$i&«J«fc«5 
% < ©t 1 -^ **8&$ft§©T*. 7- F*7> h J£ 0 0 0 0 0 OOOOOOfcl 
5tl> ^-f 7*2 ©'vy #fi, 10 5 307-FtfFDRI Uv^X^MiA 

cnst P l DtfWtitetiZ £ 5 fc**Mw>«tH?'-- 

#T*&£ 0 b/i^oT, try FX FU»AtC^tS^:©I 0 5 3 07- Kf±®3t 

lf"^f±wfcf/wxia-;Tiii?nfec r c«#a- K*tu p l 
d k j; -j> tf tifc c r cmnmzti&o mm f &£&wv&&£t*K 

L^ fro PLD F tc«-r fci&fc* ff^nw Ffc<fctf * 

-F^tiSo 
[0 0 4 3] 

15b tig! 5 a t^m?**^ T~$%£Xf&ffi&j&T*mZnT^%&<D& 
T»tJM7FUX£#;i2 7--F (6 4tTyF) £CBC (Rjt^7Py7M) 
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(20) Vth 2 00 4-5 1 5 0 0 ! 

s r-ZXh U^X£ F D R I fcS&SnSMfcr-^tfWflSnS Cttt^to 
%<DtkiClt*j'?2'\y#im*. WiDigSa-hM ifc^fLTfctK 105 
3 0 7- Fj^MStlx-^Aftl'^X* FDR I ££&i:ft5M<Qifr^&.^* 

So 1053 oflaoBg^ft^nftx-^^- FtfMcm< , site, c r c f 

K , }£ta© nvvFUJ; % immtfU t^TIE U^&5tfPLD » 

KK-rSo 
[0 0 4 4] 

ti, »^^29i, B2 4^MS^X2 7*5«fctf2 8 fc<Dg¥M*>T« 

• Mn 7 £ 2 9 © VVTs^ 7 F UX 1 1 0 ] OH 4 d ) 5 W^tL/i 3 £ 
■v h> C>#M?;M7 F b X r I n i t_key _ a d d r J 

•6 4^7 bCDBRiZftfcm^ytiyZmMm Tmo d C BCJ 0 C©#fi, fa 
bttti? 9©l^X#7 KUX 1100 (111 4 d ) ftfc 6 4 fcf *y 

HOC B CffiOTttfcJy hfcU^X* 0 0 0 1 tc^$*i« 2 2^7 h©7U~ 

[0 0 4 5] 

• fcT >y h X h U -iob^Ifc fcft. flfe-r- * £ P - K"T S fctf>4> 6 4 *© 

TEncrypte d d a t a J 

• mmm 2 a \l & ^ f mttitmm9~^^m^^y 529 icmttz&o) e 4 

"&<Dmffi. rDecrypte d d a t a J 

. -5*— fE n c r y p t e d_d a t a_ 1 inesj .ttc$>%> C ttkMitfi 
" En c _ da t a _ r d y J 

•64^h©7- K±0»rfL r D e c rypt e d da t a J tV 

mm»smv&%>£ t%mf&wv ? 2 Qicmtm^oft^comm ro e c d a 
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C21) 2 0 0 4 - 5 15 0 0 1 

t a r d yj 

• mmmz 4 tc & o&mztu m&vvy $29 icm^mut^, ztuzt^ 

^ u * o e" >y h tc <t d ^ $ n § t & 0 £ Steffi £ ftTV* & ^ £ # , «f§ b ^ 
X^7ht§Ba d ...... k ey_set 0 S*l4 d fC>K«MfrC&, :Kt8l^ 

X*t±7 Kl/XO 1 1 1 JC&D. B a d_k e y_s e t xv-a, gill i 

[0 0 4 6] 

MX 2 8fi, WTA^*S : 

• mwmmm, mmrcimmznm-<DM?&zfr%mrtc&<D 2 

CO 0 4 7] 

^■ft^nfc K >y hX h D -Atfn07 F UX bi?X £ WiT F UX) 

l t , zmmm zntctz, f p g a wmm s nx v ^ 1 1 tc m*. § f p 
nAM©«iu§ 0 -r^Toaitt^^r, x^/iitt^-boMdi 

ot, ^tf-tDiiM^^F P G A£DE^§»{C»^tlftif^ F P G Atfjl 

Tt^&i^y hx h y-iortfWut^t^o 

[0 0 4 8] 

>y ; /WiSaoT«Sn5lll«iEJIl5o 1*1 7 a B^OT 7 



-21- 



(22) 2 0 0 4 - 5 1 5 0 0 ! 

mmt%» comnic/mML aao-asA\ tfuxmsl 

«U 1 2fc33^Tx-^^o-F^n5^J©>'b-A©2 2 td> FW Kb 
feS Ffe t: -y F # y £ Hit 7 U - AT F tu x - £ n 

mtr )i rr u XA*fi§ i ^ r fig&osg tifey — k, -r & t>^ n£ snt v - f i 

entity hXhy-Afc:-5*sn£<, H7att, tt8W#7ny£ 
Xfy/enci fc, ^O^cM<lg2(0il^ffl< / ^fi}#lX7 r ->yX ! d eczt, 

^ft^tifcy-Fs f&frsn^ffcy- K 1 ti> si2 0B&^tsnri^v^7- 

CO 0 4 91 

El 7 bioW^^iC, P L D(ix »tetl/t7-F^^/cfe^»Xn-feX^ 

ff£fr*w-fttfft5&</\, ..mmmti/- yyx^^t, f»>-^>x 

H\ i3»MXf>^deci fc, ^^»2«l^Rgg-mX7-yye 
neat ^Cll^ffll^ilXf>y7d e cs fcl?&*o $ 

mV7U~I*T\ s \sX*m^Z>C£T&% 0 ^hXhy-AT(4ft<, PLD 
te\ FbXU^X£M1t£ft/c7U--A7 Fl^Xfr£M£tlfcC 

B C fisUrl:^- cMSfe, £ P - F S tlSffi^ Xt'J 1 2 60 

7WA£#3£f Sfci&tcfc&fflSnSo Ifc^t, x£fr#^ x-^^a- 

K^ns^ u-at f ux«hiT£ t , Ksn/c c b am^mcif^xm 
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(23) 81*2 0 0 4-5 1 5 00 1 

[00 5 0] 

/U2 7 (SI 3) •e«n^7^2 9fCl^o 

[0 0 5 1] 

* 2 9ti, M^U^X* 2 9 2 Wn^y ^291t fllfigl^X* (F D 
R Is FAR, CRCWi n i t CBC^W) t, MhmZA-O* 
»7i^X7;!/f^Ui'^2 9 4*5^02 9 5 fc, 6 4 £y bCD7v-ti>~7V b 
i?X£ 2 9 7 bv : X^ 2 9 8*3,3; #2 9 9 («7^X*- F 2 2 1 
>^-7x-YXt§) £#t^€J 0 6 4 tT-y h£»7 F U^X* 2 9 9l±, 1 t£y 
Fi»-r-^£?Dfc460-f-Olf>r'^^Tt, 8 fcT-y bm<V7 ! -$<Dtcib<0 8 §! 
OHyr^ottil «T ^-bX^- F 2 1 £ x- * «'tt£ 0 U y*X * 2 
9 9*V-ot£(/HC&«$'??C©'r-#tt6 4£v h£0i/7M/yX^2 9 9tca 
-K*na o ^LTs Cft£<D6 4 tT^ M±, 6 4 Ify htn&UV 

X?2 9 8£ M5U 2/ y F £ n«> « * £ ^ & , T;W-7b^f2 9 6 b s&tfc'fflfe 
itf&fflS® 3 2H7f7~ K%SSiC3iKL, v^^b^t 2 9 6 a /A » 
iMicioTSWWi^fc, {^#1/^X^2 9 2^ftttr7-by7'Jl/^ 
X£ 2 9 7Om*0^>^f»gPy>t^StC, f-^«t3 2 fcfy F <fO^ 
«rr 5o t£ FX F JJ Ftftet St. 0|MHj;tf|M Lfcl ^ n -y 
^MfCcfcOs 7;!/f7"l/^2 9 6 a^<fctf 2 9 6 btt, 6 4 tfy h|£JtU^ 
X?2 9 8fr6«*H^X# 2 9 2fC-r-^^frrSo ^C^G, C*l607 
- F S>V ^291 'JA. 6*i5 0 7~ F7jW y ffl®ui? 

nffcSa&^nS^Ct^f*^, WDi/'^2 9 I l/yX$» 
-TSfc&lCMXGfcr FbX^-^, »L{Cff^Aj.^ T V7bf-7 ? b^-9-2 9 
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(24) WMZO 0 4- 5 1 5 0 0 1 

o^ffi^ P >y ^ffirettHwL*^) X\ /UD.J:.£Df-^tt7Hl/X5li 

^tli4 W^-7P^I»P-Ff§/:i60 i n i tCBC U^X 
X 6 4 H >y F £D U^'X £ D , l*i 5 b icffk ULMiLft £ r> K 2 OOII L 
ft3 2tf*y h7~F»tf£ c 
[0 0 5 2] 

(1) in i tCBCl/^^tSlJIlfc^CBCit, (2) FAR 1/y 

x # mm s nfc?offl 7 at f ux t ^ s « ^nft , &ies nft c b c m 

F UXfi, 3 2H'y hOT^Ifflt^^ i n i t C B CHii 6 4 tJ-y 
h *ffl I ^„ IH 6 O^WjTii, «E^nfe C B C % 6 4 £ -y h CD/ < 

Xtt 7 lx~A7 F UX US/X* F AR^f>f)2 2 t: >y h t v i n i tCBC!/ 
^X#fr£><7>4 2 tf«y ht^C C<D%TOK*-3rffi^n5-fe+jLUf-'rJC 

tt\ FAR U^^Oftg^* & C tc* D> ^fb^tlftf 1 ™^^^^ ft 
«fcn-FL£?£«&£f±\ ffi«2 4£«£ft£mo d C BCfi« 
{tLTL^ft3?o 
[0 0 5 3] 

mm 1 -*® 7-f Mirr a ft&^n ^-fwf n v v 5 

2 9 ltcJ^TgtfSn&fcs fiiyntxtftel5 0 IllMia^ -?;L>^ 
7V^2 9 6 aii> IS^U^'X^ 2 9 8fr£>7'y-tr>7U L^X* 2 9 7 MM 
5/UA£f-^m5. JfflttLUXHfcJu Bg^ikT--* l^X£ 2 9 7 <DM: 
[3 i : 03 [3 1 : 0] K^XA«Ii«MLT, »2 

tlS^t 6 4 try h 7- F MWWv 5 29 1 irMiC, E n c d 

a t a r d yffif#£7"*J"— h U CfrlC X D$«2 4 2 9 7 ffJ<D 

[0 0 5 4] 

W«ff& 9 ft#>£> »-«2 4tt, iTKUXKey A d d r £r^X 2 8 t? 
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(25) WM 2 0 0 4 - 5 1 5 0 0 1 

2 3 c@3) ic$%_%> 0 cnick*), it/^y z zazior fux^s 

6 £-y h©8*5 6 If >y hUtttJ-jg-To £fc* M^tV 2 3U^©7 FbXOSl 
7 s --* lCt2ttS fife 2 oOj&ftn© £ »y h rorderj fi 1 ©»Mc 

^SSttntfaSftt^ ZoT'ft^t?, figifc5§2 4&B a d ...... k e y_s e t 

im%rv-hu znic&^mmtiyvz z gmrmmtyiktz. ens, 

^2 4it fctxJJ (Schne i e r ic J: 0 RHiC^l^tlS) mil^DE S 
7 7 ;b^UX^^m^T»»»ao St«~©&T*£tftU£> »$?2 4 Silt 
* -t V 2 3 *©&©7 F bX©»5tl# U *n&fyM%tcim%k(Dmfr% 2 "3 
©Order e-y htfSVf *^5ftv£«^r*o ^^T&^tlt^ B a d_k e 

ffitOStT&S&M, «i}§2 4tt. iiSnfty-Ktflmod C B C fc© 

#»jM«m^«-tSo mmz mznrcmzs 4 t> hod 

e c r y p t e d d a t a^XlC^*. D e c_d a t a_r d yiWTD- 

7 1- £ -9" 2 9 5 6 4 H -y h 7~ F£ 2 OOiftttbfc 3 2 £ -y F 7 - F tC'/>» 

§J;9tc-r§ 0 »a->*^2 9 J ttW WM Lie 1 j- tlx, 7/^rb^t2 
9 4 jWBSIS tlfc t 5f©3 2 t! >y h 7- F^U D CliSt 5 J: 5 tC"T 5 S M 
mvVvtZ 9 1 ttgfc, 7 F UXffj SjJ-^Ey \X G K T 7 Air— 9 Xf] U 
y ; X^FDR^7FbXfS„ *©»ny^if^ J$!^ftfcf*-##MX 
E»fj£*»\ ^ft&7U-AIx^X^cn-~F£tU 7U-Al/5?7?««-ff 

tc&§ fc s far i^x^K^sftsr HuxTfUt^^ey 1 z icmmtc^y 

[0 0 5 5] 

modCB emu, mwmmc&^T 1 0<o*ffifflsn5o n^fbsnfcr-* 
©gi!©6 4 e-y F7- mmmztu mcmm^nr-r-^^m^rmmtti 

i ftitf J, 9 o (FAR U^X^{ufdtl^nS#fe, 7 b-Zw 7 F 
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(26) #»2 00 4 -5 1 5 0 0 1 

mmmi 

%m4 hicyi^mimmuisx$izm< cttcxo. e> fx f u-As^Wr 
M^fctr, ijsn^^2 9{i, g»«^€';r Fux^imif-o e v 

F£^£?Cfc£i$fl$nfcv\, Xf777 2t±, Mn-Flite^D^iirr^o 

^{fctffcV^, Xt- -y 7° 7 3 T\ «n i?y 7 2 9 t±, ^ 7 !f ^ F X h 
U - A 7- F * 7 > h (14 c M) t ^ K-byhtS. Xf77 , 7 4 T?\ m 
$7*-*© 3 2 If y F (1 7- F) 1 2 ©7 F UX£nfc7 U-A 

£&5ft&o *7V##*rrUfc<: t?:Xf777 5^>T^«1%, Xf77"7 6 
7?^3 7 tf-r £ U * > F S fu «-r- £ 1 7- KtfflSfig* 1 2 £ 

$P£MfcBLTtf *y FX F 'J -A©Mlg©«it^ L tf -y F X F U -A©p- Ft 

[0 0 5 6] 

tf >y f x f y - ummtz nn^ c t^x-r <y 7 s 7 2 # 7 

£&7- K* 7 > F F£ ft, XT7 78 1T, c ©E$H±, ?j]J$it 7 F U 
X«7FUX^X^2 9 3 CHI6) fr£»«2 4(CP-F1"S 0 
[0 0 5 7] 

Xx77°82-r\ B&#ftSnft«figf-^©2 7-K C64^-yF) «itg§2 
4 ten- K£ft£ 0 Xf 7 7° 8 3 1\ 7 F UX£ftfc»j«jfg 2 4 Id P- F 2 

ti § o & s mmm-v it, 6 4 tf >y f <omt^mm 2 4 & p - f s ns,, c © 6 4 

lf-yF©M;, 5 6 If >y Ft, *ft#g*J©®*\ «©»«©»t/i^ 
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(27) ViA 2 0 0 4-51 5 0 0 I 

- tf >y b ^#€?o £ 6 tCHijOSMMT'ii. 6 4 t? -y h «f» # 7Fb 

x % t €? cd t\ sta s/- ;i/ftni^T?ffim ?n4<n«fc^ a ^css^i 
tfffl i ^ h n s o mH8#^£fT& o r , -ft ic i ooii^M-r set 

[0 0 5 8] 

Xfy^S 4 T\ 2 4 fi, fc£ AfcTD E S TVVrf 0 XA^ffl^T 5 6 H> 

hOSt"? 6 4 £>y h0x-^^irr^ c DE S 7;l/n U Bruce 
S c h n e i e r te£&±M<D&<D2 6 5*^2 7 8H£!afic£nTV£. fcfc 

tor ;!/ =f U XA ti (DM £ v b %gm ttZ Lft& V > 0 ft * J£\ A 
E S ii 1 2 8 *>5 2 5 6 M y h<DM%:&gtt& 0 
[0 0 5 9] 

Xf77*8 5(i, £ D ^ < fiEffl £ n S if '5 J^IWff § o «*fl&8J* * 

§ ^ h -5 /b^fij^ u * -5 ■esttntf, iir f uxav > u ^ y b s is 

[0 0 6 0] 

mimmm&mznrm, xfy^8 7t% i/^FARfcirfi n i tcB 

C %M&t>-£% Ctfrt>6 4 If -y Mtfc f^»jE£ft/c C B Cfflt, 

Tit, C B C Ui/R$lCtt— F£tl5 6 4 if y h 5%2 2\* >y b fr\ fcT 
>y b 7s b V -jUOS&S 0 £0 7 L'-AT H UXfc«^n§ 0 C 0 
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(28) m< 2 0 0 4 - 5 15 0 0 1 

y h omm tt % c t v& £ 0 cbc r f b x t © c t © w 
a, t v f x f u -AMiasnft«ir Fuxtn&sr f uxtc K<*n 
mwiztitcmimt>%& ? tc-r * ctv&& 0 xf^tsiit cms 
m<om%*m$.-tz 0 $ac, m c b c fg#ieig£ ti« 0 m 6 tc^rr fari/ 

5>X£fc,ktf C B C U^X# taSfl^ ftT&, $fef±»mSB2 4 tC&SWJ^l^ 
x^^nfistiT^J:^o 
[0061] 

xf'.y t°8 8 r\ £(Dmmznrcmtii ; f-$iz^7< z i cm 3) vmmu $ 

- C R C UvX^{C|B1i$nfc^[^/iSi(^TOt-§ 0 MPy 

7 7 2 9 «£Ht£$ 5 «fc 5 ic©£ <£ tlT^ 5 & 5 fflfiKn v v 7 2 9 <D V 

[0 0 6 2] 

X^y7°8 9T\ £ f >>£;6^«tl, &LIITLTV^tfn&\ Xf7 7°9 6 
TP* 7 > 7 ttr 7 U ^ > F $ tl, IfJiX -r >y 7° 8 2 M 0, C C T*&<D 6 4 fcf 

v F (27- F) e y F X F U - ^ £ P - F * n§ 0 
[0 0 6 3] 

g&fc v fmT LtlZLt* X r "/ 7° 8 9 X r y 7° 9 0 ?\ 
e <y h X F U C R C (MftlSW) fifitf, £ *j/ FX FD -Atfa- F 

sns ttcti^tifc crc fit Jt<fr£*i3 0 c n &<cnK*t at - £>&\ 

Mii^fiSctrfc^ f p g Alarms, une»«ffi^-^bT^*ttnfi\ 

[0 0 6 4] 

mom^wmt^fzibicmmm2 4ic&^> rmmz nzwrn-? y y* 

>s<to Viffir?y>lZ, E n c__d a t a__r e a o I y <§^ffitt£tl&f 
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(29) mi 2 0 0 4 -51 5 0 0 1 

to nmmq i x*&, mm2 4 it, 2 7 ±07 h>x i n i t„_K e y 

a d d r tcj; 0 #&£fl& 7 F UX^X 2 8 fc-^-;^ &T}WOffifc%: V 

- F/W 2 U 2 h> h©»3^"-r-$^f>, MAWj^fe«rf-©»-efeS^ 

myfctZo ^o^Wtlif, HM2 4t£, B a d k e y_s e t im^M 

fjln i?y ?29i KM *) , lifflP^V #29 tcM^^.(i:^ti:S 0 7 F UX^fi 
^ T'&nfl\ f$lt$f2 3ScA0, 7-^«» 

-r-^%«P 5? >y #29 fcM-T. * o T»tlf3\ tm S 5 T\ mWt& 24tt 

H7FbX£^>#U*yhU j&TU*t%a*#t5,, 

&\ mis 2«$^ih£«o 0l^fFHSSft^»0tOT^n{^ WHv 

[0 0 6 5] 

c«&§, ti^cofe, £*£gt±, «2 4# mumc 

©t\ is 2 omuq 26j;^3 ©kbsq 3 mur^-m^mmt^m 

[0 0 6 6] 

»f§ 0 |-©J;^d:I&t5t ANSI X9. 5 2 1 9 9 8H1DES 
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(30) W& 2 0 0 4-5 1 5 0 0 ! 

[0 0 6 7] 

m/tv 2 3 

m i o aicmt mmiz, ^t>%wmm^^^2 2 1, m 

iny-v ? 2 3 a ^ «L^X# 2 3b fc£^fr 0 2 3 a fe^tfSi 

U^7^ 2 3 bM3cD!I;^U 2 3£;^ BlOa ^lit'!^ ttl-^X 
X 2 3 b It 6 #!<Q 6 4 If ^ h y- K^rm,. & ^ 5 A,. »iM 0 0 vf-&tf c 

-y N J; 0 & < «g £ £ tl5o SI l^X X 2 3 b om«, 7-f >V SW I T C 
H VC & 0 Itm^XW ^2 2^» 0 l^^U IMf«J± V c c i w-H>^ 

t'VSWITCH7YMc^ tiniC^OV SW I T C H &IE<Q1fiJE£ffi$H- 
& 0 

[00 6 8] 

hj*-yji<mHWEtt®t% a p l ummMit (vcci tiw) 

> ^X X E ft LT, t >m©8t* *iJb i?X X fe 7 F UX-f 
[0 0 6 9] 

& 5 nmmx'te, p l do j t a g h a, p l d tc a - Ft- « &*& 

l^-OWc&D, £GOU-OW£3. 0t3. 6 M h £<omv& 

1 0 bic^SftSo -f^-X I lfcjitfl Z^ntsy^^iat, V SW I T C 
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(31) ^2 0 0 4 - 5 I 5 0 0 i 

r^mmmm^M 0 wm%&£z$fz$zztift?~$mnd a t a_b&H 

T4s T5^t/T6MU -YVM-^ I 3^LT (1. 5#/l/F<D« 

t h 9 VS>X£ T 4 fccfctf T 5 C £ ^ U Y I 1 & 

fe«fctf I 2 t"*;Kc£ 0, St L^t-**-? •yf-fcn- F« 0 

[0 0 7 0] 

IM'«®l«li&2 3 aiij T 5 (iCi {•;:. ±, <);•;}) ■frt>im*%tf%>» J 
TAGMX2 51*. $Ws K#a^*fci&W$«g-^&£tf 

^-^^x^cfctfTFUx^x^^c e:o-r>^-7x>rxi±, ieeeis 

3 2 j TAG»«m^„ aM*U 2 3tf J TAG;U2 S&^LTT 
^•bXHTflifcftSMfc, Wa.U'r-rttig (/U2 6) KicStlS 
?A HtUt, I S C P ROGRA M_ SECURITY^ (IlOa 

§0 ®^ U 2 3 fi\ I E E E 1 5 3 2 ll© ! S C_ P R O G R A Mtftftfe^ 
tf i S C_R E A Dfit^ZM^T JTAG/U25 fcSf&SftJ T A G/^X 2 5 
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